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FA=BIEE@mO BB OPOSHOEMIRTH 5, |
Twitter DY = 2TV - I IV Alex Macgillivray *

S50MERT, B R MBI LN ETAIEMEES 1 ORI L= T2 2 L %27
O CHIR LTz,® New York Times Co. v. Sullivan | D b B3 70 s, Iz
Ko T ESNTZHRADFTERVSHOHABEHIR LGS, L) 2 &ThH
5.0 L, BIROIEIESE | SO Lisolo Z OFPClRE S T

2 Emma Barnett, Twitter Chief> We Will Protect Our Users from Government, TELEGRAPH
(Oct. 18, 2011, 10:23 AM), http://www.telegraph.co.uk/technology/twitter/8833526/
Twitter-chief-We-will-protect-our-users-from-Government.html.

3 ROBERT M. O’NEIL, THE FIRST AMENDMENT AND CIVIL LIABILITY 13 (2001) (Sullivan
AP W) TRFMHIFZAEER 1 LOR#ED FIZ (B 72) ) &7 %) ; Daniel
J. Solove & Neil M. Richards, Rethinking Free Speech and Civil Liability, 109 COLUM. L.
REV. 1650, 1656 (2009) (7 A U 7 OFEHR O KNTIBWT, FAlE EogERiL, a0
RETHIZED D TH D0, 2K EOHERISMPEE ORI A1TET 55D ThH
L0 EMLT, BIES 1 £PERT 52 X720 >7,1); L. Lin Wood & Corey
Fleming Hirokawa, Shot by the Messenger: Rethinking Media Liability for Violence In-
duced by Extremely Violent Publications and Broadcasts, 27 N. KY. L. REV. 47, 49 (2000)
(T New York Times [Co.] v. Sullivan F:-LARTIZIE, (EIESE 1 G0, KD H 5 HRITZ
Wt U CRLE B ERME AT 5 2 & 2380 DM O REITA1EEEE 1L v LHIRR
TLHHDEEIBZLNT I eh o7z, ) (HEEN)).

 Sullivan FAFHIRIT AN T 28 FBHRICBWTEREZEMFEL L2 L THL
ATV DA, RO K0 ARARR 2 B IE, FAEAEIER 1| £SO A h LD
HR O B IR OREOHAED TIZEW2Z & TH D, N.Y. Times Co. v. Sullivan, 376
U.S. 254,291-92 (1964). D X H 727 7a—FIIHEVICLEHH R LOTH o772
O, T I AINREFILTFTLD XV FOVEEFEIZ 090 24T O T New York Times
DOFEEOFRZBITDZENTELEFTTHLI— 1 AHIFEES 1 £HMD
PEBHEICHEA S han e Bl 2 LT 2 )BTRS EORET R RICIT
WOFTZFAE LRV & 5 B T %, NLY. Times Co. v. Sullivan, 144 So. 2d 25, 40
(Ala. 1962) &,

5 Sullivan FHHIRIT (EITHOBH N S) JA < B ST\ 5, Harry Kalven, Jr., The
New York Times Case: A Note on “The Central Meaning of the First Amendment,” 1964
SuP. CT. REV. 191, 208-10 (FPHIERAMEIESE 1 &> THLHZRERR) ZER L L
L CW%);id at 221 n.125 (Sullivan #|PZx4 5 Alexander Meiklejohn @ [T H]
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Sullivan [ZEHIFT COFFRTBN T, [FFROBH EHROBHEEZT 5
T BHEEL TVWD EW D F A AXREOERE A - 72,7 Brennan ¥ F
IHEEERIZBNT, AMEICBWTHEE 2> T D K 5 7% Tiwatas ]
1%, THIT 27200 A E -7 A& 03, HEfEDO—B TiEZanic s
MOOLTEMROEHEITHET DI EEFREET5) LBzt EEo
72,8 UL, Sullivan M1, BIEE 1 FOHEENSR L, BRICLEE
DEHHRANPORIEITHIE LD Z LI Lo T AV F—Fy M Lo ThE
BN, ERICEOFTED 2 DO %f7)—(am/%ﬂ>e¢é
R OFkE TN LTz, bbb, SmicBr37Y— (HH), B—
BT 57U — (I 12’

THYHTREHRETH D) EOFHESIHLTWD); see also LEE C. BOL-
LINGER, UNINHIBITED, ROBUST, AND WIDE-OPEN: A FREE PRESS FOR A NEW CENTURY 14
(2010) (Sullivan*¥|Pf% TEEH 1 RIS 2. 20400 2 WL b b EE |
W 1 2] EFESR); Floyd Abrams, In Memoriam: William J. Brennan, Jr., 111 HARV. L.
REV. 18,21 (1997) (Sullivan |73 TN EORES FMARIRZ2EES | 50HRTH
%] & ¥EfiE9 %) ; Richard A. Epstein, Was New York Times v. Sullivan Wrong?, 53 U. CHI.
L. REV. 782, 782 (1986) (Sullivan W% THIIFIZR R L ES) K5,
S Sullivan, 376 U.S. at 260 (£:Hi/L25% 734, 800 RViZ/e 5 Z & &48H %), 4 H,
AR DR S FIIZ6777, 000 K422 524771, 000 K/LIZ72 5, N.Y. TIMES, 2014 BUSI-
NESS ADVERTISING RATES 4 (2014), available at http://nytmediakit.com/uploads/rates/
14-0208 2014 Business RateC_AWS.pdf; Jen Chung, Full-Page NY Times Ad with A.O.
Scott’s Tweet Cost 870,000, GOTHAMIST (Jan. 6, 2014, 5:30 PM), http://gothamist.com/
2014/01/06/full-page_ny times_ad with_ao_scott.php H 2,
" Brief for Respondent at 31, Sullivan, 376 U.S. 254 (No. 39), 1963 WL 105892, at *31.
[Times |[TMEIES 1 ZMREL L9 T 2RI EEZT DI HT 0 FEEHRRT D
TeOOEERTFE) T D b0 L idn TN, WmEOEENEEEFELCL—
DHI5, 000 KL 235K LTz, 1d
8 Sullivan, 376 U.S. at 266.

(T Richard Stallman DA —7> Y —Z « V7 b = T IZET D H4 R E—
SmOX 27— (Bf) ThoT, =D X527V — () Tiden
— % WEREE 25 b D Th D, Jonathan Zittrain, Normative Principles for Evaluating
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World Wide Web D HHELLICK, #FFEE 7= HiX, TOEBESF 1 5L OMRE
B L L 9 LA T X7, Eugene VolokhlZ, A ¥ —F v NRHEEES
BRILL, SMOBHE~OSMEESC LT, BEICR LN ERE~TRIC
B<SMOBHOMRMETD, Lalk~<7," Lawrence Lessigit, 1 ¥
—F v hOREEIL TFHx BEPMEEEE L TODEIES 1 50 bidiks
2— R (code) IZRAEIES 1 el & bieb Lz, & EE LM James Boyle
& Yochai Benkler (%, ZIAOMPERIC X D144, S0 BB E2MEEOE
WRIZEA CiAD T L84 7=, Cass Sunstein (X, =—% —23H 4y & FH%f
ST DEBRNDH EFLHIDICZOH LWEEEZFIAT 5 L5105 2
& & B8 L72," Michael Froomkin 1%, - &% —3 v MEEIZFIH S L5412
(LR E 7 1 & A X Jiirgen Habermas Oifam OHEAIZIEN < D THDH 2
L &R LT, Seth Kreimer [, BEMFTAEIE, B DMRIL < S %
THLIMERT A Z &R B725 9 LR LT, Rebecca Tushnet [,

Free and Proprietary Software, 71 U. CHI L. REV. 265, 271 (2004) (Stallman® [ 7 J —
7 bU =T OMEERT D).

19 Eugene Volokh, Cheap Speech and What It Will Do, 104 YALE L.J. 1805, 182628
(1995). Z D XIEIF, A VEOHEGRZ Z OF LUWVEICHE 45 2 & 5 K
WKCRHWHNDTEA D,

"' LAWRENCE LESSIG, CODE AND OTHER LAWS OF CYBERSPACE 167 (1999); see also
Lawrence Lessig & Paul Resnick, Zoning Speech on the Internet: A Legal and Technical
Model, 98 MICH. L. REV. 395, 395-96 (1999).

2. JAMES BOYLE, SHAMANS, SOFTWARE, AND SPLEENS: LAW AND THE CONSTRUCTION OF
THE INFORMATION SOCIETY 183 (1996); Yochai Benkler, Free as the Air to Common Use:
First Amendment Constraints on Enclosure of the Public Domain, 74 N.Y.U. L. REV. 354,
446 (1999).

13 CASS SUNSTEIN, REPUBLIC.COM 192-94 (2001). But see Anupam Chander, Whose Re-
public?, 69 U. CHL L. REV. 1479, 1481 (2002) (SUNSTEIN FifBZ st d %) (YA —
A= Z IR P OB ST N2 OF AR S, A EEE T BURITIS
CTRIT 5T L ZHRBIZT 5 & GRT 5).

" A. Michael Froomkin, Habermas@Discourse.net: Toward a Critical Theory of Cyber-
space, 116 HARV. L. REV. 749, 841, 844 (2003).

!5 Seth F. Kreimer, Censorship by Proxy: The First Amendment, Internet Intermediaries,
and the Problem of the Weakest Link, 155 U. PA. L. REV. 11, 30-31 (2006).
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D7 4NE—ZFRDY EETCND T &z H L7z, Edward Lee i Sony
FOE—T « N AN—FHORBEIITEES L ERHDL Em U7
HIEITIZEERICS A L7z Jane Bambauer |, T — 4 ZDHLONEHTH D

& LY M5, Jack Balkinld, BURF & RN —E 72 o7 TRIKA e )
OIS A 70 6 L1z, ?

LML, 26D OFmEC L p0b o T, HRELLIEFIX LD
BREFIZEAEEE L TX 2,0 Zhid, (BIESE 1 &2, B byns Ha
LRETOA L Z—Fy FOMBLAFREE LILIENREAEZ 22 LITR
AR 7% E 72 L CTETE Y ZOWMFRITEB W TLT8YFEDER & FBIC
T2 TH D YA N—KIESHOSTHOBHICEATHIETH S,
L2L, SO BHRICET 7 — 27w 7 03CIF»2, A R—ER, 4

16 Rebecca Tushnet, Power Without Responsibility: Intermediaries and the First Amend-

ment, 76 GEO. WASH. L. REV. 986, 1015-16 (2008).

" CHRISTOPHER S. Y00, THE DYNAMIC INTERNET: HOW TECHNOLOGY, USERS, AND

BUSINESSES ARE TRANSFORMING THE NETWORK 120-21 (2012).

'8 Edward Lee, Freedom of the Press 2.0, 42 GA. L. REV. 309, 31617 (2008).

1" Jane Bambauer, Is Data Speech?, 66 STAN. L. REV 57, 60-61 (2014).

% Jack M. Balkin, Old-School/New-School Speech Regulation, 127 HARV. L. REV. 2296, 2309

(2014).

HORRED 2 SOV EELO B B L oo H 228, ERE HiEim TR E RFE

DB D, Andrew Tuttld HENFIT—2Z IR0 ND 2 <, LnLE KA

WL > T— AN EDEREZ TS, EDOXIICZITMD 0, £ LTHE

LEOERELRETINEa L br— A LD L EIET S, Andrew Tutt, The

New Speech, 41 HASTINGS CONST. L.Q. 235, 237 (2014). Tutt D & #3523, Fo7=
BIIBENERODICSHME N ETEZONRP > B TABIZ LT ERE

T T %, Jacqueline Lipton [FA > & — % » NS> %@E% M2 FIRT 5 ML D

ERIEEROBBRELES | R EHNE L OBBRMEICIEH THA TV, See

generally Jacqueline D. Lipton, Law of the Intermediated Information Exchange, 64 FLA. L.

REV. 1337 (2012).

> See generally VINCENT BLASI, IDEAS OF THE FIRST AMENDMENT 625-32 (2d ed. 2012)

(A =2y MENFIZET DIEFHEED 2 KOG OEEEZ B L T\ D),
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HICBWTEwmD B HE2ITHEST 2 FA Rl Ar—F T ala
== arEEDOLIITMESTCE NI O NWTITEAEEE R -
TN EIESE 1 &%, A v F—3y NOBNE ZMREOFRH I H5F
5—HT A H—Fy MEEIZHLTEDE LT T A NN —{R#EDE
BrAbtld L3 rRAEFERRICEHR L X BEFH1RE. 25
LT, REDOSHEARICIEMET 2 Z L E2AREIC LoD, TOSHICL D
HEAAS) 2L\ MADT R T 74V U TS IRERAEED &
WIHIFLWAT 4 TOEPRRAET VEED LT, AL, 2EGRIR
BT DLEO TEORESR OFF AN 7e< &b, YouTube, Twitter, 7
o7 2 A2 b, Facebook, % L T Google #i U CEAMIZFEY 22T 5 Z
EDHIDTRREL I oTz, TN, BEFH 1L/ VA N—IEORD L 573
FAHETH D, 0 EIES 1 FIT A =B L, Flo THA =5
Sim0 B HE R LT,

STEVEN H. SHIFFRIN & JESSE H. CHOPER, THE FIRST AMENDMENT: CASES—COMMENTS—
QUESTIONS 457-59 (5th ed. 2011) (R FiwmE A ¥ —F v MZDONWT 33T 7
Z 7 ZE\Cu %); GEOFFREY R. STONE ET AL., THE FIRST AMENDMENT 184-85,
238-39, 274-79, 400, 418-22, 641-44 (4th ed. 2012) (A ' H—F v MIBITFDHT T4
Ny — RGeSO, FEE, RS OE A LTV %) ; KATHLEEN M.
SULLIVAN & NOAH FELDMAN, FIRST AMENDMENT LAW 181-90 (5th ed. 2013) (3 >}
Bl D P % He# L TV ) ; WILLIAM W. VAN ALSTYNE & KURT T. LASH, THE AMERICAN
FIRST AMENDMENT IN THE TWENTY-FIRST CENTURY: CASES AND MATERIALS 1010-19 (5th
ed. 2014) (f ¥ —Fy M —ERTaNAL X ORBICET D 1 DOBHBIOHF:
K OFE T DOiam % $8# L TV %) ; EUGENE VOLOKH, THE FIRST AMENDMENT AND RE-
LATED STATUTES: PROBLEMS, CASES AND POLICY ARGUMENTS 121-23, 126-27 (5th ed.
2014) (f v F—Fy b —ERATuAL ZDOHREEZH L D).

B DML, A 7 —y MBRTRBINZE > TEH, ETETEERY
— L Lo TG EFERRATIT TV D, See AARON SMITH, PEW RESEARCH INTERNET
PROJECT, CIVIC ENGAGEMENT IN THE DIGITAL AGE (2013), available at http://www.
pewinternet.org/2013/04/25/ civic-engagement-in-the-digital-age/.

2 See infra Part 11.C.
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HOETRBBERIIRDTEAS D EAPENF &2 L LIS
FNRLEETAZLEDTELZ V2T R—=UaBEHTIZ 20 HEE LT
WEDITA v Z—Fy FEETIERVON 2L, LL, ZAETD2
DU = 7 ORBRIIFIZBICRO Z L2 H 2 T< b, ISE L
T TUARE LTHBMOMEIZ B I X TW RN Ltz BAL,

% Golan v. Holder, 132 S. Ct. 873, 889-91 (2012); Eldred v. Ashcroft, 537 U.S. 186, 218-21
(2003).

BRLEHBEEHAAVRTOARA L E =Ry hDT 7 EAZHELTNLEDIFT
X722 & ZBRfE L CU D, See infra text accompanying note 124.

" Derek E. Bambauer, Response, Middlemen, 64 FLA. L. REV. F. 64 (2012); Debora Hal-
bert, Twwo Faces of Disintermediation: Corporate Control or Accidental Anarchy, 2006
MICH. ST. L. REV. 83; Lipton, supra note 21; Guy Pessach, Deconstructing Disintermedia-
tion: A Skeptical Copyright Perspective, 31 CARDOZO ARTS & ENT. L.J. 833 (2013) % FIZ
2R,
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v OB ERULERFRRTH D LR o0 %’%@rTﬂﬁLtfm
7R Txy hU—rfbEahiza—%—) BGLEMROEL X 5, Google,
Facebook, Twitter, % L CInstagram, Pinterest!d= 9 £ TH72<, ZDfh
DOWEEAFTR T RN —ERE, UOLFER 6 BEOET ALV JE
BTS2, MALERFETLIZLE2THITLTND

JESEANZ FLAVZIRIE TH 0 | 19644F K 1 CIEAE @T%o#&w H 72
SHOHKIT. DT -oEBICTZEN TV, 4/&—Zy%i B2
REDT-DOPEAR TR, WA BB S, SBICASERIN, H6
@éo&%%#%;ﬁ_ié@%\é%_ibﬁ%ﬁaaﬁﬁ®ﬁ¢k&
L0 L, HiLWFEC L - T, A2 BT RN bR oxt 41
SNHERHINTND, S BEICKTT 245 HOBBIL, 74
VNZEBWTHHEIZAE T T\ 5, Stop Online Piracy Act ([SOPA|) Z#Hifk L
TWAMEIANLDAZIE, FERN [ 2 —3y NERET 5] b0
FLFETDEY RAAS U A4RarBa—F « b—N—DFEHEH U -F
VEMEE O EIHIE OBATIE, THATHIH) ~DOBGHK L L TOEIES 1
FEBDLILOTHD, 7AYIEREZ, RE, 17, v T ORKM
FRN, A U H =y hDOH T R E EHEE R O IR B R
W ROt 5,0 [FIREZ, KPS KEHEEZ WP HHESE AR

8 Flipboard, Issuu, MagCloud 72 & D% — & A (I NI MK 2 31T 2 2 & &2 Whe
I3 %, See FLIPBOARD, http://flipboard.com (Fz#&fife#d H 20144510 A 25H); Issuu,
http://issuu.com (F#&HERS H 20144510 A 25 H); MAGCLOUD, http://www.magcloud.com
(RAEHERR B 20144E10H 25 ).
¥ Dara Kerr, Millions Sign Googles Anti-SOPA Petition, CNET (Jan. 18, 2012, 7:17 PM),
http://www.cnet.com/news/millions-sign-googles-anti-sopa-petition/ (Google ™ B 1 TI&
< WBAT A E ARG L) L oA I ).
% H.R. 1580, 113th Cong. § 1(1) (201344 A 16 HIZ#EMH) (A v ¥ —x v MR
FICEHDLBEBEEER DL, AV F =Ry FPZELTND - Z EIFARAIKT
% %, ]); WORLD CONFERENCE ON INT’L TELECOMMS., DOCUMENT #-E, UNITED STATES
OF AMERICA: PROPOSALS FOR THE WORK OF THE CONFERENCE (2012), available at

http://www.state.gov/ documents/organization/196244.pdf.
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> THRE E 5 ,% FA7e B 23Google . Twitter, Facebook (2 & > THWMIE

%l Tan F. Fergusson et al., Cong. Research Serv., R42694, The Trans-Pacific Partnership
(TPP): Negotiations and Issues For Congress 2 (2013).

2 AR 2 HRO HHEOREFRIT OV TIE, see generally Lee, supra note 18 GE/E
Mk & HiRR D B B2 TR 72 Sl A & 5E3k LTV %) Christina Mulligan,
Technological Intermediaries and Freedom of the Press, 66 SMU L. REV. 157 (2013) (- >
=Ry hEeF L ITA P —ERATuf ZILVREINERE L ERET D),
Eugene Volokh, Freedom for the Press as an Industry, or for the Press as a Technology?
From the Framing to Today, 160 U. PA. L. REV. 459 (2012) GHEFRE# & kM AR
DOEHBHZEDIIIZEZTNDIDESHT LT S); Sonja R. West, Awakening the
Press Clause, 58 UCLA L. REV. 1025 (2011) (THijj) OE#Ez &L kRS~ T
D EEETD).
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# See, e.g., Vikram David Amar & Alan Brownstein, The Voracious First Amendment:
Alvarez and Knox in the Context of 2012 and Beyond, 46 LOY. L.A. L. REV. 491, 53540
(2013) (B HHEFRHICR T SRR EHEO —BEOR S 2R ELVITLTY
%) ; Robert Post, Participatory Democracy and Free Speech, 97 VA. L. REV. 477, 488
(2011) (BIEZ 1 §2% B FPHEICHEM A B TG b3 5 2 & 23 LochnerE# A2 H 72 5
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* Post, supra note 33, at 477.

% Sorrell v. IMS Health Inc., 131 S. Ct. 2653, 2665 (2011) ([/3—F > MHOIERIIE
DHEBIZEEND D 72T TIER L BEONEIZHNT biL, FFE DR SH # M) &
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% See generally Akhil Reed Amar, The First Amendment s Firstness, 47 U.C. DAVIS L. REV.
1015 (2014).
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¥ 141 CoNG. REC. S8330 (daily ed. June 14, 1995) (James Exon L[E# B D3 E); id
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1" Elmer-DeWitt, supra note 40.
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" Communications Decency Act of 1996, Pub. L. No. 104-104, tit. V, § 502, 110 Stat. 133
(codified as amended at 47 U.S.C. §§ 223, 230 (2012)).
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57 See, e.g., Fair Hous. Council of San Fernando Valley v. Roommates.com, LLC, 521 F.3d
1157, 1164-65 (9th Cir. 2008) (en banc).

5 See Golan v. Holder, 132 S. Ct. 873, 878 (2012) ((EIEH 1 51X X7V w7 « KA A
CEERARLTCHHT 2 Z ENTERWEIEE T5 L0 TiEin ) SHRT2);
Eldred v. Ashcroft, 537 U.S. 186, 194 (2003) ([ EVEHER#IFEI OIER T [eim 722
VEHEREDIMEZ W ET D b O TIHAe <, LR TELES | RICESEAITR
ECH D] EHRT D) ; Harper & Row, Publishers, Inc. v. Nation Enters., 471 U.S. 539,
560 (1985) (BIEH | LOBAN O OURHEN, [FEFHEE A S h 2 REL LR X
NRWERERRLT AT 4 7T ORBNIBNT] BESN TS LHRTS).
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59 See JESSICA LITMAN, DIGITAL COPYRIGHT 169-70 (2001); Benkler, supra note 12, at 415-16;
Glynn S. Lunney, Jr., The Death of Copyright: Digital Technology, Private Copying, and
the Digital Millennium Copyright Act, 87 VA. L. REV. 813, 833-35 (2001); Pamela Samu-
elson, Intellectual Property and the Digital Economy: Why the Anti-Circumvention Regula-
tions Need to Be Revised, 14 BERKELEY TECH. L.J. 519, 535-37 (1999); Fred von Lohmann,
Measuring the Digital Millennium Copyright Act Against the Darknet: Implications for the
Regulation of Technological Protection Measures, 24 LOY. L.A. ENT. L. REV. 635, 64648
(2004). FA7= BT, WO ZHHELIZY | WO OIENEEAN RN D TH D LI5H
TEHLOTIHR . R EEDOZOT —~ITET 2B T2V T, see
Anupam Chander, Exporting DMCA Lockouts, 54 CLEV. ST. L. REV. 205, 208-10 (2006).

™ H.R.REP.NO. 105-551, pt. 1, at 11 (1998).

"l Religious Tech. Ctr. v. Netcom On-Line Commc’n Servs., Inc., 907 F. Supp. 1361,
1365-66 (N.D. Cal. 1995).
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AV P —ER T FLa—PF-REFD FESL, HHT T

™ Id. at 1377-78.

™ Id. at 1383.

"d.

S 199747 A29H . EBEHR. 2281 R OVFRES. 1121 & L THEZRE S 472 DMCA OJFZE I
BEAEIR EDOETHIIRZ KTz, See WIPO Copyright and Performances and Pho-
nograms Treaty Implementation Act of 1997, S. 1121, 105th Cong. (1997); WIPO Copyright
Treaties Implementation Act, H.R. 2281, 105th Cong. (19974 7 429 H , Howard Coble TB5%
HERIC X > TIRE ENL). John Asheroft ERiigBIL, A T A v —bERAT NS Z
DEVEMRE AT A HIRT 55125 & Hi-ICifiAT 5 2 & CHIILITREZ BUEY 55
DIEZES. 1146 2199749 A 3 HIZHEH L7, See Digital Copyright Clarification and
Technology Education Act of 1997, S. 1146, 105th Cong. § 102(a) (1997). Howard Coble FB5%
FEIX, 1997 T HI1TH, TEEROEZEHR. 2180 #2242 L7z, See On-Line Copyright
Liability Limitation Act, H.R. 2180, 105th Cong. (1997). kB¢ & TReoIEZE OFHE & % fif
HT 272, Coble ThEaeEIL, HR. 2281 (ZAHRERAIC L 248 F) ITHABAENTZ
HR. 3209 2R L, FIERIIHE 2EDO—E & 72> 72, See On-Line Copyright In-
fringement Liability Limitation Act, H.R. 3209, 105th Cong. (1998). See also Michelle A.
Ravn, Navigating Terra Incognita: Why the Digital Millennium Copyright Act was Needed to

-

Chart the Course of Online Service Provider Liability for Copyright Infringement, 60 OHIO ST.
L.J. 755, 778-83 (1999). “NAIERHEDFEMIZDUNTIL, see S. REP. NO. 105-190, at 2-8
(1998).
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).
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HE L., BRI LEL0OMSTREINRITNIT RO,
1d.
" 144 CONG. REC. H10,618 (daily ed. Oct. 12, 1998) (Barney Frank [k B D% ).
" d.
™ Playboy Enters., Inc. v. Frena, 839 F. Supp. 1552, 1559 (M.D. Fla. 1993).
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DMCA D E 7 B HIZ 31T 2 A 720 B3, i 2@ U Cofigd 5 2 &
MNTED,: b, TaS IR —F—OEERRFICETEAS L
7= 5. FL7= H1% Google X°Facebook D I # 8B T2 Z LN TE 57259
e

C. TSANRI—LERAR

19954F, BRMIEE (BU) I3H 721K 7 T A4 N —Ri#iEHITH DT
— RS A BRI L 72,% 19984, BUNO T A KT A AZHESWTHEA
THMERFEEE BT 5700 A RITEEN 2 IERETT CH 2 H NG #
PR ETEE R 2 2R L. 20014F J OR0034E 121, B TSI S D08
JRODSZEDP T TZ,P 20014, ®EITHEEE DT 7 A4 N —%{R#T 5
EEREZHIE LS Lo L, 7 A U DS B IZ 59 mncdo .,

% MAI Sys. Corp. v. Peak Computer, Inc., 991 F.2d 511, 518-19 (9th Cir. 1993).

81 See infra Part I111.A.

82" Council Directive 95/46, 1995 O.J. (L 281) (EC).

8\ AEROREIZBI T D8 (B EMR) [Act on the Protection of Personal Infor-
mation], Act. No. 57 of 2003 (LS FHFRT — #4£ [FHFR DB]) (H A, http://www.cas.go.
jp/jp/seisaku/hourei/data/APPLpdf; i 7B 5 E (5 B HE BLA OB HEIHE AT O il R K&
O FR{ZHIEMOB R4 558 [Act on the Limitation of Liability for Damages of
Specified Telecommunications Service Providers and the Right to Demand Disclosure of
Identification Information of the Senders], Act No. 137 of 2001, art. 4 (JESFIRT — X
45 [FHERDB]) 02 (H A, http://www.japaneselawtranslation.go.jp/law/detail/?id= 2088&vm
=04&re=.

8 Act on Promotion of Information and Communications Network Utilization and Data
Protection, Act No. 7812, July 1, 2001 (S. Kor.), translated in http://www.worldlii.org/int/
other/PrivLRes/2005/2.html.
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8 ZE105ELE MRS (1997-1999) Tl the Data Privacy Act of 1997, the Communica-
tions Privacy and Consumer Empowerment Act, the Federal Internet Privacy Protection Act
of 1997, and the Consumer Internet Privacy Protection Act of 1997 # & o4 > F A4 v« 7
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1964, 105th Cong. (1997); H.R. 1367, 105th Cong. (1997); H.R. 98, 105th Cong. (1997).
IR DR A3 B 106[HHFRFSS (1999-2001) THEV Vo, 16ARDIEZEN L Tkt 8 A
O|EINT, THHIFLLFOERMNE T2, the Internet Integrity and Critical
Infrastructure Protection Act of 2000, the Privacy Commission Act, the Online Privacy
Protection Act of 1999, the Electronic Privacy Bill of Rights Act of 1999 & the Internet
Growth and Development Act of 1999. S. 2448, 106th Cong. (2000) T& % ; H.R. 4049,
106th Cong (2000); S. 809, 106th Cong. (1999); H.R. 3321, 106th Cong. (1999); H.R. 1685,
106th Cong. (1999). 7" 7 A /S —{ifima 72 HILH10TE S (2001-2003) (ZHIFF
EHETW, BHOEEBO S bIcdr T4y - T4 NR—ITEAEH TR
ARKOIERDPIEZR S 7=, Consumer Online Privacy and Disclosure Act, the Consumer
Internet Privacy Enhancement Act, the Social Security On-line Privacy Protection Act, and
the Online Privacy Protection Act of 2001. H.R. 347, 107th Cong. (2001); H.R. 237, 107th
Cong. (2001); H.R. 91, 107th Cong. (2001); H.R. 89, 107th Cong. (2001).

174 SN BEIEBURSAFZE Vol. 47(2015)



7 Y — X E"—F (Chander and L&)

SIS B BIE T FA N — 2 R#ET HIEER T AREETH L & &
BT D06 0IF7R<, 9 LEEREDN, SmOBHEREETLIRNNS D
7o, BIEHEE N ZOHIEIZHBAITH L LIEHT O TH D,

A —Fy MRS, BIEH 1 KT, 2y - va— DT T4y
—REORNETEFEEIH L C X725 William Prosser D77 A /N3 —

87 Bugene Volokh (XMEES 1 D7 T A N —iEIZx T 26T B2 B AT L T
WHBDEIFTDMIBATND Z L 26T 2. THAEDIEHO T T, AAFR
AT LERAERNT 22 81E, O LEORE L LTRENATWOEEICRY &
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1122 (2000). B BAEZ DU TIiL, see generally Robert C. Post, The Constitutional
Concept of Public Discourse: Outrageous Opinion, Democratic Deliberation, and Hustler
Magazine v. Falwell, 103 HARV. L. REV. 601 (1990); Paul M. Schwartz, Free Speech vs.
Information Privacy: Eugene Volokh's First Amendment Jurisprudence, 52 STAN. L. REV.
1559 (2000); Daniel J. Solove, The Virtues of Knowing Less: Justifying Privacy Protections
Against Disclosure, 53 DUKE L.J. 967 (2003) M8,

5 See, e.g., 1 RODNEY A. SMOLLA, LAW OF DEFAMATION § 4:65 n.3 (2d ed. 2012) ([FLRY
IR ORI LD RETHIT, BEES 1 ROBANDEL OBBEE A L5 %TF
TE LT 2 iR B2 CTd 5, 1) ; Thomas 1. Emerson, The Right of Privacy and
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uiem for a Heavyweight: A Farewell to Warren and Brandeis’s Privacy Tort, 68 CORNELL L.
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A MDTTAN— R =K L TCEZFC LV ER SN AREERN D Z o
—P—ET D Z L BT D) ; Assemb. Con. Res. 106, 20072008 Leg., Reg. Sess.
(Cal. 2008) (f > Z—% v b EOBAFITH L, A>T A T B IL5REE 2 iik3
% 7= I|Z Internet Safety Technical Task Force X OVER THERT & 5192 L 5k 5).

FIRY R PEILE B S2AZE Vol. 47(2015) 179



woom

HRPBSTIHHRIZY =¥ ARy NI =21k L MAANZRETE D1
%J@M%%%ﬁﬁié%@f%okmsv):/-AVw@i%%t
. WY T AN TINPRELIERL, V=V bRy NT—0 75
AN —{E] OIELRY THIUE, ﬁ)7¢w T INGES BB CE < AM
I, Y=Yy bty =27 L, ERICHT D EREHIBRT A X )
FORTHZENTEH LML, MEEEMOBBICRT2EBE 2D
EEERLES

LinL, 20X REEROILHTE 2, Hi &%Kiof§ﬁ®ﬁm
R L CEDREOBBN L6 IN D0 % +01I3EE L TiEnaen
o7, FHE, HHIERIT, TENGNDHEFR 0)::7‘“:7)#&%)52}({!:
THZ LI THA D FNELIE, = —PF =kt LTy — v A
T AT YA RSB OAREHIRT DM A 5 272" BFRIERICLY
a—F =L, WO OLARIEHIRT 57T, AL OEOZIEDDL I &
MWCET, AT 4 T REMwmIE. HICEETHLIELTH, HEOF—X
v THIBRT A Z ENTE S, BRI LI END 1 RAVOEIEIC, ##
BRI L o TRE SN2 —TH D L ERFET DT 2R EHE
o T, FRCRBEESBEMRT 2% mIZB W T, RENARMICHEHRE
HIBRT 2 Z L 2EER LD L Lz,

105 Y 7 =T INRIEE0(c) (1) 72 D1F T ThoLUIUTO@EY Th b, !
V=YXV Ry bT—=F T DA B =2y b U7 HA I, 2—F—DH
HIUC & 0B ZR A ZRET 2 HREHIRT 5. ) SB.242§ 1.

1% Gjlicon Valley Leadership Grp. et al. 7> Ellen Corbett F-Fiak 2 ~D T (201145
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10 See id. at 2659.
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U3 1d. at 2671-72.
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A TH, BEfLEAE U DBEORIT, Hmr A L RS, T2RbbHE
EEAEL LN LLWARWEIRICH I 5mE T 50 L5725 5 1
LN TH B,

' Id. at 266.

120 See Ashutosh Bhagwat, The Test That Ate Everything: Intermediate Scrutiny in First

Amendment Jurisprudence, 2007 U. ILL. L. REV. 783, 801 (WL [H 2 H K72/ FEEH

72/ EERBINFIGRICE T2 DT, ZOHMOERIZEGIMICLER D TH D
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http://www.census. gov/hhes/computer/files/2012/Computer Use Infographic FINAL.pdf.

184 NI PEIEBURFAIZE  Vol. 47(2015)



7 Y — X E"—F (Chander and L&)

Google IZ LT, FIHFEIZ, MAIZ 7 v —] THZ&08TE, £2TDO
r7vaJ@ﬁx%%%ﬁ%¢<~&’i&@é’&%~amﬁﬁ@ﬁ
B Z2F O EERRIZLTWS, HIHZEOEmICOVWTEMLEZRD
ﬂ&\:ﬂg@%%EXﬂi%L@Wﬁ%@%Té LR D LT
MDEEE ERRZG I — A ZHET L EWVD 2 &I DTEA9,
M, BmmarBEEITLOREWMIL o TELL2DTNONLETIX, T
HENDFRRLCHRO DO AETELLT D2 ENTERNES I,
SWMOBHEICET 2T A U A DOZEL (commitment) b £ 7=, IREWVT T A
Ny —OREZED LD LT 2RBEZHIEL TWD, US. West Ff L
Sorrell FefF1%, EIES 1 5278, BAFITHESND T T A4 S — Rt
THEERT = v 7R R LTS Z & EHEELTZ, AR ORI
BIFD, FTAN—ICBET SEIEO ERIISIRICBAE L, ik, &
EF 15O UEE LR LT HIER 52\ & Bartmicki FEIZ 81T 538
R F O U7z, 2 ORI O Sullivan PR OFHEUHRIL L 72,
SEWICBE LT, A ¥ —xy b EOENEIL, EIEHEORIERERE - A
HEDTFGA N — - Edhrarbn—L L, AZDESELHD -\ EN
IBMOBEEIZ L > TIES N 2 R OEWDOE S 772 HIcE Z A F
ﬂé’k’&60%ﬁ%ﬂyb%wﬁé’t%@%TéﬁW’kof =t
VHE—Fy h EOEENEIZ. FO Lizary be—Did (32 e
K%T<\ﬁo\w%%&$4/F&®f%éo&ﬁi\&_\ﬁ%ig
RENRY A N—1E LOFSO—HERY FIF, ZOR2TORIKEIZ, Siwd
HHEOEEE D DF0VRHD LV ZEEHLNTT S,

m J2Y—RE—F %KD

A RO DRI, BUEDO ZZ YA N—iEOfm S &8 LTI

SNTWD, ¥4 —fEIZBT E%@Em@%%%mﬁfé_kixé
HOEERY A N—IEOGmF D, AR L Fim0 B HO AR Z AR

é_k%ﬁﬁ#ﬁM¢é$% 2725,

Texld, TZTROE I oA v —F v b EOmFERNT 5,0 2&F
o7z D BEEHEDHERITIE 280 L35 Z L1275 7= TH A 9 SOPATEE ;
BUERRZE ST D BRACTRERR 35 1 0 00 8 O iU PESRTHL ; S5 /FHER T

FIRY S PEIE B SAAFZE Vol. 47(2015) 185



woom

BT 2 KA A 3 — L OGREBIFIC L 572 ; EEEREES ITU) %
WLTA U F—Fy MextT2EED 2 hr— L E5E{LT 5% ) ; EU
TREINTND ENHILELHEF] ; Web 3. 0& Internet of Things (& 5
WLHE) DA F—Fy M) EWVIFTLWEINR ; £ L THRZIC, B8
FLERD B H D HEFT COREBIFIZ L 2EHRTH D,

A. SOPAM%EE

20144F 1 A18H X, SOPAHIED 2 FFH OFLEH TH DM, ——19954
WZBF 5 1, 000085 ] ORPLE Fk——. 4TI, 7 UVFARHROR
nonfz7ey =727 0L 512/ Z2%5, LaL, SOPAIZL W AEEN
72T > T D, ) LRI, et W ALoG 2N, [EER
HNRZDOTE LN XV REOHIIIE > TWD, 2 2OREREGHE.
R E W E (ITPP)) LERREER LSRG W IHE (TTTIP))
W KEEZOFLE LTT VT 0B KEEZE L CREEIChE D HHRE
DM LE D ETHEDTHDH, TPP L TTIPICEWTMAEETH D M
IR 5720 Box 3FANC SOPA % B AL L7211 iuid7e B 720,
SOPA I3 K [E DEEHER L PatFtEE 2 R RERE L T2 L2k
2D THo72,"% 20114-10H 26 A1 FREICHEH S L72 SOPA L, H1FEHE
OFIFBMRF DY A 7 —3y NEHSTAROHERZ®EILL LS &
L2t DOTH- 2 1A, RKEE (7 AV Mo BR) LES LAWY

125" See Stop Online Piracy Act, H.R. 3261, 112th Cong. §§ 102(c)(2), 103(b), (d)(2) (2011).
RN DIEZEN, Preventing Real Online Threats to Economic Creativity and Theft of
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136 Rebecca MacKinnon, Op-Ed., Stop the Great Firewall of America, N.Y. TIMES (Nov.
15, 2011), http://www.nytimes.com/2011/11/16/opinion/firewall-law-could-infringe-on-
free-speech.html.

37 See Search Results for “Mickey Mouse Club Party Hats,” ETSY, http://www.etsy.com/
search/handmade?q=mickey+mouse+club+party+hats. F % 1€ 5 L7271 7 LK
CEERESUIMEIEHARE T 2 2 L TR BEL TV D LUl sh 2 rTaEtER
BHHILETELTND,

1% Murdoch (%, M2FEFH (Piracy) DV — & —i%, MLEZ IELCHI L, T ORI T (A
H%) 585 Google 72 & A — bk L7z, David Carr, 4 Glimpse of Murdoch Unbound,
N.Y. TIMES (Jan. 29, 2012), http://www.nytimes.com/2012/01/30/business/media/twitter-gives-

glimpse-into-rupert- murdochs-mind.html.
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139 Mike Masnick, Universal Music Goes to War Against Popular Hip Hop Sites & Blogs,
TECHDIRT (June 20, 2011, 11:22 AM), http://www.techdirt.com/articles/20110620/ 01370314750/
universal-music-goes-to-war-against-popular-hip-hop-sites-blogs.shtml.

10 Alex Macgillivray, Overbroad Censorship & Users, BRICOLEUR (Dec. 11, 2011),
http://www.bricoleur.org/2011/12/overbroad-censorship-users.html.

! David A. Fahrenthold, SOPA Protests Shut Down Web Sites, WASH. POST (Jan. 18, 2012),
http://www.washingtonpost.com/politics/2012/01/17/gIQA4WY16P_story.html; SOPA Petition
Gets Millions of Signatures as Internet Piracy Legislation Protests Continue, WASH. POST
(Jan. 20, 2012), http://articles.washingtonpost.com/2012-01-19/business/35440878 1
protest-against-anti-piracy-sopa-and-pipa-internet-piracy.

12 petition to Google: Please Put Information About SOPA on Your Main Page, the
Homepage of Millions upon Millions of Americans, to Inform the Average Web User About
What May Happen to Their Internet on December 21, OCCUPY WALL ST. (Dec. 17, 2011),
http://www.occupythegame.com/2011/12/17/petition-to-google-please-put-information-about-

sopa-on-your-main-page-the-homepage-of-millions-upon-millions-of-americans-to-inform-

the-average-web-user-about-what-may-happen-to-their-internet-on. Wikipedia ¢ 24§l 7
Z v 77U O, ZDSOPA & PIPADS— (5 THT 7 & AA[HE) 1%, 1{E6, 200
FEIME S, Y/ A~DBHEHEIT OV TR0 FEILL MR & #vl-, Wikipedia: SOPA
Initiative/Learn More, WIKIPEDIA, https://en.wikipedia.org/wiki/Wikipedia:SOPA _ initia-
tive/Learn_more (Fcf&fER3 H 2014410526 H).
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AR B 51 KIEICEE I, WEEOE 4 23, TH#IK 721 fitfd
DEBWE] EMBEINTWDIREEITS TS, M New York Times TiX
78 <. WikiLeaks |2 &> TtV —7 Sz N— 3 ¢, TPPIX, S
OHBEZRETETF—ZOEAREE V) BERZEZE A TIIN DA,
MERENCRE L TA v ¥ —Fy b Y — B RAFEF TR D w72 MR E
FEERAT 22 L 2RO DAMMESHEZFZATVD W Z 2T, #
FHOMWMEESRTEICE R Z A hE DM

V=27 &N KT 7 FOMBMESHEZRAET 5 &, SOPA & FIfkDEF
ERHDHTENHENCRD Y ZD) — 27 ST TPP OREIL, IHE
N, =27 oA FIZx LT, B0 R WEEMOREORE 2

B onE TLY—A (Bl) o> 7 b LIESE H WD, See Laurence R. Helfer,
Regime Shifting: The TRIPs Agreement and New Dynamics of International Intellectual
Property Lawmaking, 29 YALE J. INT'LL. 1, 6-7 (2004).

Y Enhancing Trade and Investment, Supporting Jobs, Economic Growth and Develop-
ment: Outlines of the Trans-Pacific Partnership Agreement, OFFICE OF THE U.S. TRADE
REPRESENTATIVE, http://www. ustr.gov/about-us/press-office/fact-sheets/2011/november/
outlines-trans-pacific-partnership-agreement (F #& 78 H 2014410 H26 H) . HAED TPP
RWENX, A=A RNFVT TARA, BFH, FU, BHR, wL—v 7 AF¥
O, =a—V=F U R A= Y UAR— RS A CKETH D, Trans-Pacific
Partnership (TPP), OFFICE OF THE U.S. TRADE REPRESENTATIVE, http://www.ustr.gov/tpp
(B #ehERE H 20144210 26 H)

15 WIKILEAKS, SECRET TPP TREATY: ADVANCED INTELLECTUAL PROPERTY CHAPTER FOR
ALL 12 NATIONS WITH NEGOTIATING POSITIONS (2013) [LA R, TPP FNfA4E422013 & W9 ],
available at https://wikileaks.org/tpp/static/pdf/Wikileaks-secret-TPP-treaty-IP-chapter. pdf.
KEE & O TPPICK ¥ 2 MM RIT20114E2 10 12V — 2 Sz, KNOWLEDGE
ECOLOGY INT’L, TRANS-PACIFIC PARTNERSHIP INTELLECTUAL PROPERTY RIGHTS CHAPTER
(2011) [BAF, KETPPM#ELE L\ 9 1, available at http://keionline.org/sites/default/
files/tpp-10feb2011-us-text-ipr-chapter.pdf.

16 K [E TPP AR R O WFERI T DU TIX, see generally Sean M. Flynn et al., The
U.S. Proposal for an Intellectual Property Chapter in the Trans-Pacific Partnership
Agreement, 28 AM. U. INT’L L. REV. 105 (2012).

W See generally TPP 422 2013, supra note 145.
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9 H.R. 3261, 112th Cong. § 104 (2011).

150 TPP SN2 2013, supra note 145, at 86.
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SOPA D JH 2 P FEAT T T KRB 2238t 0 %, R P O BURFBEBIE 2 &
7 R —E AT 5 Megaupload # 2EE L 7=, 1" FTIT, B ADOEEDZE
HIRART VAL — ], BE, FHICAY, a2 Ea—FFh—n_—Lfifg
T R DBLe A 72 LIF 2 72, KIETIE. BUH#Ba 13 Megaupload - — &
AICBE T 5100 AL R —LOFHEZZELIED T, ZO—JT, =
2 —Y—F v RO T ~ Y 27 % — T Megaupload D KNAARHEL A2 5% ST H
Kim Doctom ® H E~[[72:0, /= 7 IZEDIZEEOFITRA LT, ™
20124 1 H20H , Megaupload DA b L—y v —Za 7 Y & AT
W= =R, ZH LiarTrYIET 78 ALL D & Lica—Y—iT,
FBI O SCEVEAEIR 2845 (anti-piracy warning) %52 11 HL~ 7=,

151 Press Release, Office of Pub. Affairs, U.S. Dep’t of Justice, Justice Department Charges
Leaders of Megaupload with Widespread Online Copyright Infringement (Jan. 19, 2012),
available at http://www.justice.gov/opa/pr/2012/January/12-crm-074.html.

12 HK Customs-US Authorities Co-operation Smashes a Transnational Piracy Syndicate
with over HK$300 Million Worth of Crime Proceeds Restrained, NEWS.GOV.HK (Jan. 20,
2012, 11:32 PM), http://www.info.gov.hk/gia/general/201201/20/P201201200626.htm; HK
Seizes $330 M in Megaupload Raids, RADIO TELEVISION HONG KONG (Jan. 21, 2012),
http://www.rthk.org.hk/rthk/news/englishnews/news.htm?all&20120121&56&813245.

B8 Z DR — AT T leoms.] Toh D, See Application for a Warrant to Seize Property
Subject to Forfeiture at 2, United States v. Dotcom, No. 1:12-cr-3, 2012 WL 4788433 (E.D.
Va. filed Nov. 15, 2012), ECF No. 145-1, available at http://www.eff.org/files/filenode/
145.1_search_warrant_partially unsealed 11.15.12.pdf.

154 Charles Graeber, Inside the Mansion—and Mind—of Kim Dotcom, the Most Wanted
Man on the Net, WIRED (Oct. 18, 2012, 6:30 AM), http://www.wired.com/2012/10/ff-kim-
dotcom/all. FHHIZLE- TE LM Z SN EREIZIE, “Hacker” “V” “CEO” “Mafia”
“Stoned” X>*Police” & V9 7 L — bk 23} X #1CV 7=, Robin Wauters, Downfall: Photos
of MegaUpload Founder’s Valuable Cars Getting Seized, TECHCRUNCH (Jan 20, 2012),
http://techcrunch.com/2012/01/20/downfall-photos-of-megaupload-founders-valuable-cars-
getting-seized/.
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This domain name associated with the website Megaupload.com has been
seized pursuant to an order issued by a U.S. District Court.

A federal grand jury has indicted several individuals and entities allegedly
involved in the operation of Megaupload.com and related websites charging
them with the following federal crimes:

Conspiracy to Commit Racketeering (18 U.5.C. § 1962(d)), Conspiracy to Commit
9 Copyright Infringement (18 U.5.C. § 371), Conspiracy to Commit Money
Laundering (18 U.5.C. § 1956(h)), and Criminal Copyright Infringement (18
U.5.C. §§ 2, 2319; 17 U.5.C. § 506).

2. 201251 B.FBlIZ& Y Megaupload D5 = TH A FZBEH Shi-REZFER

FEZ4£ (anti-piracy warning)

Z O 1R, KEBUFIE, A3 v DT 5 Puerto 8012 & - T
S 7TV 7= Rojadirecta.com & Rojadirecta.org & W9 KA A L Rr—hEFEL
Pz, BRIE LA BRI DOAR =Y A R b (2D D)
WG E T T AV v 2B D L TEERERELZET 200
EER LT, 29 LEEERIIY = 7Y A hOF—F—ICFEAIEmMT 5 2
<L Fe, YFEFIHT MM FRAE LD 2 L b AT

MFERICBNT, RAS =22 LM L70, KEBUFIX, FA
A x— 2N HHESEZH SN2 EEEEELIT., T LTHRET5720
CHWHRTWD ] EOTRICERT 2 RE LOEM - BTl L
72,10 ZEPROMYL & 72 5 1E1L. Megaupload X id Rojadirecta H 23058 % 40

155 See Opening Brief and Special Appendix for Petitioner-Appellant Puerto 80 Projects,
S.L.U. at 26, Puerto 80 Projects, S.L.U. v. United States, No. 11-3390-cv, 2011 WL
4440567 at *17 (2d Cir. filed Sept. 16, 2011), ECF No. 38.

156 Brief for the United States of America at 12—13, Puerto 80 Projects, 2011 WL 5833572,
at *2, *5 (2d Cir. filed Sept. 15, 2011), ECF No. 70, available at http://www.eff.org/
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DT B NDOREFETIUIZE DO —EFAFH ST D, IIFHT 5
EEBERLTWD] TR ELEL LTS, Megaupload & Ro-
jadirecta O ZFE, KEBHFA com, .net, .cc, tvEW o7z by T LU
RAAL VEEET DY 7 — =7 O VeriSign & .org KA A V& TEE T
57— =7 O&3FkPublic Interest Directory & FIZHER) & LT KA A >
EELMAZBEOHRBELET VL LT T bDTH L,
Megaupload & Z AL 5 OFIE, KE A SOPA IZH W\ THEE STV HERR,
Thebb, HAOFEIEREFRLKRTIC, BELZHRL VD EERSL
TN OT 2T A Fabie{ b vy MUV IEDLHERE T TIC
ALTNWEZ EEmRLE
EMIFTHEET 20O THY | KAILSHEBEL TLEIHIbH o
7= 7=& 21E, RojadirectalIET A4 A U —AZxT 25V 7 ZENDTH
TR AR=VIZOWTEELA I DD (T4 —T L) T

files/filenode/Puerto80.Govt_.Brief .pdf; see also 17 U.S.C. § 506(a)(1)(A), (C) (2012); 18
U.S.C. §§ 2, 981(b), 2319(b), (d)(2), 2323 (2012); Indictment at 2, 9—10, Dotcom, 2012 WL
4788433 (E.D. Va filed Jan 5, 2012), ECF No. 1, available at http://www.washingtonpost.
com/wp-srv/business/documents/megaupload_indictment.pdf.

15T 18 U.S.C. § 2323(a)(1)(B).

158 Megaupload D ZEF D F{IZ, [Operation in Our Sites] &9 BUF DA X —F > b
SCEAEMET 0 7T T KD 350D R A A R —LOFARE S LTV,
Operation in Our Sites Protects American Online Shoppers, Cracks Down on Counterfeit-
ers, U.S. IMMIGRATION & CUSTOMS ENFORCEMENT (Nov. 28, 2011), http://www.ice.gov/
news/releases/1111/111128washingtondc.htm.

199 See David Kravets, Uncle Sam: If It Ends in .Com, It s .Seizable, WIRED (Mar. 6, 2012,
6:30 AM), http://www.wired.com/threatlevel/2012/03/feds-seize-foreign-sites/ (I K El B
I%. . ..com, .netand.org O RAA U FX—LEZIMIDHZLTED, RERDL, %
NOOEATHHBEH L TWDLREPKELZ AL THDINGTHD. .. )
CREAES PR L BRI DOBIT A R— 27 A~ > Nicole Navas D EHEAZ SV Z TV 5).
90 RE FORFEFEIL, SMOBHOa T A NN THLRHBETH D, See Sarah
Stillman, Taken, NEW YORKER (Aug. 12, 2013), http://www.newyorker.com/magazine/
2013/08/12/ taken (HBYHL L BLEDOEIM L > TR LTV L TREI X 57201
HENRELOREFHRAFALTCND ZLEHPLTND).

FIRY S PEIE B SAAFZE Vol. 47(2015) 195



woom

LT\, HakzEiid, TokEE, 86455, 000D kL —W —DF 4 27
a7 r—T h~DT 7w A& LTZ, Rojadirecta’ T 7 B AR T
Fy 71000 CHRHZNWT =T A N THDLIZEEBLD L. THHRITH
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I%. Megaupload D FH| TIXEREICEMHEBET LD TH o 7=,
Megaupload (586 17 O % k= — % —1% 1% Megaupload ® 7 7 v K EIZH D
WE GBE, BT, SEY—A0RI N, N EWSIELIZEDREDa
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e PbWWHOET A EXEONEEBLT, Bk —HF—IlckoTT
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L2FL, EHITDHIENTE ehotz, MM, MYDEIEDa T Y
ITEHEEZRETHHOTHo72, L, BRE= VT Y LIERE=

11 Opening Brief and Special Appendix for Petitioner-Appellant Puerto 80 Projects, S.L.U.,
supra note 155, at 14-15.

162 SKREBFIC & B & Megaupload 146, 6607 A D&k —V —%FH L, TD H 5586
TABZINETI T 7 ANVET v 7 a—RLEEZ N5, Introduction and Sum-
mary of Evidence at 15, United States v. Dotcom, No. 1:12-cr-3, 2012 WL 4788433 (E.D.
Va. Nov. 22, 2013), available at http://www.justice.gov/usao/vae/victimwitness/
mega_files/Mega% 20Evidence.pdf. Z#1 &, Megaupload DFFEIZ &L % 1 {8, 00017 O
B — P — OBz i X, 1d at2.

163 Cyrus Farivar, Kim Dotcom Says Dutch Firm Deleted “At Least 40 Petabytes” of
Megaupload Data, ARS TECHNICA (June 26, 2013, 6:36 PM), http://arstechnica.com/tech-
policy/2013/06/kim-dotcom-says-dutch-firm-deleted-at-least-40-petabytes-of-megaupload-
data/. = ——1%, FE=FH Th D Megaupload DR AT 4 LV T H—EAHEZTTHD
Carpathia Hosting & Electronic Frontier Foundation ®3£[F] 7' 1 = 7 b, MegaRetrieval
ZEUCT—XmEERAD Z LM TE72, Press Release, Carpathia Hosting, Inc.,
Carpathia Hosting to Assist Electronic Frontier Foundation: Website to Help Connect
End-Users with EFF to Assess Options (Jan. 31, 2012), available at http://www.
megaretrieval.com/files/Carpathia_ PressRelease Jan3112.pdf. Mk O HIE 1L, 2T
— 2 ORELME LI, TNETERRT =2 2T 2720 DRAT + 7
—EREHEL D ODOFEREIIEL AR5 72, See Greg Sandoval, Judge Wants
MegaUpload User Data Preserved for Now, CNET (Apr. 13, 2012, 8:36 AM), http://news.
cnet.com/8301-1023_3-57413693-93/judge-wants-megaupload-user-data-preserved-for-now/.
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164 Brief of the United States Regarding the Breadth and Format of a Hearing to Determine
the Applicability of Federal Rule of Criminal Procedure 41(g) at 1, 6, Dotcom, 2012 WL
4788433 (E.D. Va. filed Oct. 30, 2012), ECF No. 136, available at http://www.wired.com/
images_blogs/threatlevel/2012/10/fedsbrief.pdf.

1% Timothy B. Lee, ISP: Storing 25 Petabytes of Megaupload Data Costs Us $9,000 a Day,
ARS TECHNICA (Mar. 22, 2012, 1:45 PM), http://arstechnica.com/tech-policy/2012/03/isp-
storing-25-petabytes-of-megaupload-data-costs-us-9000-a-day/.

166 Nathan Olivarez-Giles, Kim Dotcom Tweets Outrage After LeaseWeb Deletes All
Megaupload Data, VERGE (June 19, 2013, 3:13 PM), http://www.theverge.com/2013/6/19/
4445660/1easeweb-megaupload-kim-dotcom-dispute-twitter.

17 SAS INST. INC., BIG DATA MEETS BIG DATA ANALYTICS 1 (2012), available at
http://www. sas.com/resources/whitepaper/wp_46345.pdf ([[10] 7 Z 31 FdHiuX, kK
EENEHEOREETRFET LI L TE D259 ).
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168 Opening Brief and Special Appendix for Petitioner-Appellant Puerto 80 Projects, S.L.U.,

supra note 155, at 22.

199 Id. at 18.

17 Order at 4, Puerto 80 Projects, S.L.U. v. United States, No. 11-cv-04139-PAC (S.D.N.Y.
filed Aug. 4, 2011), ECF No. 15, available at http://www.scribd.com/fullscreen/61674939.
"' See MGEF, Update: Rojadirecta.org Is Now Rojadirecta.es, TUMBLR (Feb. 1, 2011, 3:15

PM), http://megustaelfutbol.tumblr.com/post/3053958553/update-rojadirecta-org-is-now-

rojadirecta-es. Megaupload (%, XMRAYIC, ZDAT Y —bLELMZ b2, o
RAAL L R—=BA~BIRT 2 2 LN TERNST,

172 Id

'3 Brief for the United States of America, supra note 156, at 32.

1 Id. at 25-27, 29-30, 32; see Arcara v. Cloud Books, Inc., 478 U.S. 697, 702 (1986).
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15 Mike Masnick, Oops: After Seizing & Censoring Rojadirecta for 18 Months, Feds Give
Up & Drop Case, TECHDIRT (Aug. 29, 2012, 12:45 PM), http://www.techdirt.com/articles/
20120829/12370820209/00ps-after-seizing-censoring-rojadirecta-18-months-feds-give-up-
drop-case.shtml.

176 Alexander v. United States, 509 U.S. 544, 550 (1993) (307 & M%) (N8| AR
ZHIE&) (MELVILLE B. NIMMER, NIMMER ON FREEDOM OF SPEECH: A TREATISE ON THE
THEORY OF THE FIRST AMENDMENT § 4.03 (1984) Z5[f4%).

" Id. at 551; see also N.Y. Times Co. v. United States, 403 U.S. 713, 714 (1971) (i L
DM Z R TICEE ORI T 2 ERE BRI 2800 & BEER T 2 Faii
T D &Y LTz,

178 See Speiser v. Randall, 357 U.S. 513, 525 (1958) (Aik72 S & EIER S & e
BT 0IIE Tl 7278 B (sensitive tools) | Z 4B L5 LIEHT5).
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YTV OBEEIME L GE T OEREATOILOLTS. L)),

181 Copyright Act of 1909 § 28, Pub. L. No. 60-349, 35 Stat. 1075, 1082 (19764=(ZBE (1)
(MYE MR E 2 B OFE B L2 1%, #5E (misdemeanor) & A723 . . . . 1).
182 See Mary Jane Saunders, Criminal Copyright Infringement and the Copyright Felony
Act, 71 DENV. U. L. REV. 671, 674 (1994); see also Irina D. Manta, The Puzzle of Criminal
Sanctions for Intellectual Property Infringement, 24 HARV. J.L. & TECH. 469, 481 (2011).
8317 U.S.C. § 506 (2012) CGE{EMEDEHHZE); 18 US.C. § 2319 CEIEMHEDEHEAZ
#E); ##F (Indictment), supra note 156, at 62 (18 U.S.C. § 2 Z 5| JHl) (e & £#H)).

8 DMCA % 2 ®iL, B—7 = —TR#EINLF T D8k F Uk b
DORF R LTS, 17US.C. §512.

200 ZIRYAPEIEEURSEMITE Vol. 47(2015)



7 Y — X E"—F (Chander and L&)

MEBICHEMN T 2T L& NEETLEZBMT L2, £ L TDMCAD
BTN LA REETFDTCLE D Z LR, BRI, T T4
VY —ERTEANL FITK L, A OBRE OB T & 5 2 A
WO DMCADHNARET DHDTH D,

C. REOEEES

BN SmARMT S &, Thid, Uik Lidtho Bofe REHEkIC X -
THH SN TE 7, & LB, 4 v Z—3y b ZE4 LT 5 E
B EBI AT AZEMNTEILLES A9 NP 201240 RNA TOHE
BSEA ITURHEORNS, TE, a3 72 LTHUITIETIL. &8I0
NERELEY ZNLOEIE, A VX —Fy b~DOT 7 BAN TNET
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185 144 CONG. REC. H10,618 (daily ed. Oct. 12, 1998) (Barney Frank i 2 D% =) .
186 See generally FREEDOM HOUSE, FREEDOM ON THE NET 2012: A GLOBAL ASSESSMENT
OF INTERNET AND DIGITAL MEDIA (Sanja Kelly et al. eds., 2012), available at
http://www.freedomhouse.org/sites/default/files/resources/FOTN%202012%20-%20Full%
20Report_0.pdf; Hillary Rodham Clinton, U.S. Sec’y of State, Remarks on Internet Free-
dom (Jan. 21, 2010) (transcript available at www.state.gov/secretary/20092013clinton/rm/
2010/01/135519.htm); Press Release, Human Rights First, Key Questions Remain After
Syria’s Internet Goes Black (Nov. 29, 2012), available at http://www.humanrightsfirst.org/
press-release/key-questions-remain-after-syria%E2%80%99s-internet-goes-black; News
Media and Internet Totally Censored in Kashmir, REPORTERS WITHOUT BORDERS (Feb. 13,
2013), http://en.rsf.org/india-news-media-and-internet-totally-13-02-2013,44066.html.

BT ZORFEF, vy, TITEREER, hE, YUY TIET, TAV=Y
T A=H L VT MIEDH O TH 5, WORLD CONFERENCE ON INT’L TELECOMMS.,
DOCUMENT DT-X, PROPOSALS FOR THE WORK OF THE CONFERENCE 1 (2012), available at
http://files. wcitleaks.org/public/Merged%20UAE%20081212.pdf.

18 COUNCIL WORKING GRP. TO PREPARE FOR THE 2012 WORLD CONFERENCE ON INT’L
TELECOMMS., DOCUMENT CWG-WCIT12/DT-62 REV.2-E, DRAFT COMPILATION OF PRO-
POSALS WITH OPTIONS FOR REVISIONS TO THE ITRS 180 (2012), available at
http://files.wcitleaks.org/public/T09-CWG.WCIT12-120620-TD-PLEN-0062R2.pdf. Z 41
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BGEE Ry N7 — 7 ICB W TR MR IS L EE 22 R OB B 2 J0B] | BR% K Ot
ZRAET Db D LT D, ] Id at 181.

190 1d. at 181.

91 See, e.g., ACCESS, FREEDOM OF EXPRESSION ONLINE AND REVISING THE INTERNA-
TIONAL TELECOMMUNICATION REGULATIONS 1 (2012), available at https://www.accessnow.
org/page/-/docs/FreedomofExpressionOnlineandRevisingthel TRs.pdf; CTR. FOR DEMOC-
RACY & TECH., SECURITY PROPOSALS TO THE ITU COULD CREATE MORE PROBLEMS, NOT
SOLUTIONS 2, 4-8 (2012), available at https://www.cdt.org/files/pdfs/Cybersecurity ITU
WCIT_Proposals.pdf ([ Z D~— %1%, [EEEEHA]OLEERICESEHTTE
.. . . INHORENRA L E—Fy MIHEOT TA N —RBEOHBEZ
NERETLHDOTHHH%EHH T 5, 1) ; Guy Berger, Dir. for Freedom of Expression
& Media Dev., UNESCO, Speech at the Budapest Conference on Cyberspace 3 (Oct. 4-5,
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2012), available at http://www.unesco.org/new/fileadmin/MULTIMEDIA/HQ/CI/CI/
pdf/news/speech_berger budapest.pdf (Iz 7 ¢ 7| L) g, 270V %
ayhe—nAT 5700, BBEOHLHI BRI 2RI 2b0Th s ik
~D).
92 ITU ORI Tl < EROEEN2014FEDITU R v & 3 L2k 58
LoD, Correspondence Group on the Elaboration of a Working Definition of the
Term “ICT,” INT’L TELECOMM. UNION, http:/www.itu.int/ITU-D/study groups/SGP_
2010-2014/groups/definition/ (&2 H 20144210 H 26 H ).
1% INT’L TELECOMM. UNION, FINAL ACTS: WORLD CONFERENCE ON INTERNATIONAL
TELECOMMUNICATIONS (DUBAL, 2012), art. 5A, § 41B (2012), available at http://www.itu.
int/en/wcit-12/Documents/final-acts-wcit-12.pdf. £ OO LT IX, WEMIZ, [Tk D
ITUDHNF U R A Z—Fy FEIRORMBEICETIAT 2 b0 Th D, HEHD
ﬁ)é 4 ANDRED H B, 55 NIFUETHANCEL TS, £OfR, toOEBEEH#
NZ DR S D, Signatories of the Final Acts: 89, INT’L TELECOMM. UNION,
http://www. itu.int/osg/wecit-12/highlights/signatories.html (F#&fEzE H20144E10H 26 H) .
199" Anupam Chander & Uyén P. L&, Breaking the Web: Data Localization vs. the Global
Internet, 64 EMORY L.J. (forthcoming 2015) (manuscript at 3) (UC Davis Legal Studies
Research, Paper No. 378, 2014), available at http://papers.ssrn.com/sol3/papers.cfm?
abstract id=2407858.
195 Nghi Dinh Quan Ly, Cung Cap Su Dung Dich Vu Internet Va Thong Tin Tren Mang [
YHE=Fy MR LA T A EROER - 24 - RSB 55T, No.
72/2013/ND-CP, art. 22 (July 15, 2013) («~X ~F2), #FRIL. http://www.moit.gov.vn/
Images/FileVanBan/ ND72-2013-CPEng.pdf.
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1% Louisa Schaefer(Z 2 NA YT L 2 AD{ZET 14— Phillipp Blank (Z%}4 % A
v B 2 — (20134 10 A 18 B ), available at http://www.dw.de/deutsche- tele-
kom-internet-data-made- in-germany-should-stay-in-germany/a-17165891.

197 Substitutivo ao Projeto de Lei No. 2.126, art. 12, de 12 de fevereiro de 2014 (Braz.),
available at http://www.camara.gov.br/proposicoesWeb/fichadetramitacao? idProposicao=
606238 (follow “Inteiro teor” hyperlink), #H R (X . http://www.ip-watch.org/weblog/
wp-content/uploads/2013/11/MC_Eng_CR Nov_13 2013.docx & Lei No. 12.965, de 23 de
abril de 2014, DIARIO OFICIAL DA UNIAO [D.O.U.] de 24.4.2014 (Braz.) % i#eH X,

198 See Viviane Reding, Vice-President, European Union Justice Comm’r, European
Comm’n, The EU Data Protection Reform 2012: Making Europe the Standard Setter for
Modern Data Protection Rules in the Digital Age 5-6 (Jan. 22, 2012) (transcript available at
http:// europa.eu/rapid/press-release SPEECH-12-26_en.pdf).

199 Communication from the Commission to the European Parliament, the Council, the
Economic and Social Committee and the Committee of the Regions: A Comprehensive
Approach on Personal Data Protection in the European Union, at 8, COM (2010) 609 final
(Nov. 4, 2010), available at http://ec.europa.eu/justice/news/consulting_public/0006/com_
2010_609_en.pdf. 201244222 D 175513, F845 95/46/EC 1255 (b) IZHUE SN TV 5 [VH
EEROLHERZBFEL, WIEIZLE S L7720 T, ENOLNDHER ORI EE
#92HDTH D, | Proposal for a Regulation of the European Parliament and of the
Council on the Protection of Individuals with Regard to the Processing of Personal Data
and on the Free Movement of Such Data (General Data Protection Regulation), at 9, COM
(2012) 11 final (Jan. 25, 2012), available at http://ec.europa.eu/justice/data- protec-

204 IR PEIEEURSEMITE Vol. 47(2015)



7 Y — X E"—F (Chander and L&)

— SZEERANT, EHICH L, BEHFNFE LI LR oar Ea—25
HIBR T 2HERI 2 52 27517 T MO ADBEFICONTEFELZZ &I
WTHIBRT D4R 2 5 2 5,20 RBICET 2 Ma LT 5720, HAIE
. SWMOBH - AROFA - R - Ux—F ) XA - FIREB OO
FISEEDTNDX ZHHDOFANRSHO B BIZHT 28B&E AN
B FRWTWD ESICEBDLND0 b LRV, (9 Tz &)
JIZ Y =7 Ei7 Facebook DLIHTD RS #WHZE 5 & T 5 Jack D53 1%
g L CAHANIEHEE SN D, Facebookld, AN BV EFET
HHMAMN eS8 L CHIDOR—U 0 ZDOEZIALEHIRTREZAD
M2 S, JNOILF X TREOHH] THLELEESTRETHAIN? £
5 L7 &2Em L C, Facebook DIEFEEIZHIC THIBR] 957217 Tlidk
WinkBEbivs, EBBNJack TN OREZFELSED0EMD Z &
IFEEL WS, EEBITROZ EZRIAICENTWDLIEAS S, 1 EALAS
FEF O BEFICH T3 BALITHIR L 22 0 BB ENICDRAEL S 6 0T, HIEIZ
HIpd 82 EICd > TELS b DO T/ILZ 0, EFe AR SimaBRITHI
b2 Z Sl S HlEE AT b O TIE AW, F LT, BIBRLAW &icxt

tion/document/review2012/com 2012 11 en.pdf [LAF, F—XHAIE LW H ], 1750F
WD X DTk ~RD,:

T OFERIL, FRELEIIR LT, BEERICERT HEAE RO
HELYUHET —ZOIORLIBPMOEIEEZ RO IMEMEFTT LD LT
Do
L BHEMIANT —F EAR LGS, UREEHEIT. TOARICEHT
DOHBHT—HICEALT, Y%7 — ¥ 20T 58 =F I3 LYRMAT —
HZDY 7 ERT — % OFERPOWEEEZ RO TND Z L E2BmmT 57
O, HINNFEEZELHLPHAINREBLZHE L2 b0 LT 5, HHRE
HEMANT —Z OE =FICLBRITETFHE L TCOVBIEA, ZOFEFEHO
FATIZH LT, EMEHENRTEZEAI DD LT 5,

Id. at 51.

200 5= — 2 JRIZ, supra note 199, at 51.
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22 See id. at 93-94.

23 See FACEBOOK, INC., FACEBOOK ANNUAL REPORT 2012, at 71 (2012), available at
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21 Jeffrey Rosen, The Right to Be Forgotten, 64 STAN. L. REV. ONLINE 88, 90-92 (2012),
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pdf.

25 See infra note 220 and accompanying text.
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29 See supra note 82 and accompanying text.
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b DA Z—Fy NIAEDOMBERSIHA~DOT 7 & A ZKIEIHKIT D
ZENTED, EABHIBRGERT L ENTEDL—FH, A ¥ —3v M
RABELHE="FORSHE L. EPNTELORITINTELO~D) 7 %
BT 2 & oKD D FERR, BN ENEEHFTOT 7o —F1k, w0
HIZ T 2R — E 2R OBEEMEC OV THEE R B BN 2 STV,
MEREC, HHIL, Z0EKER, 2<EHINTORVAY v 7 OFIZA
FFonznd L0, 2oERERMT L7200 T v 7 A% 42
BT D ENTERNVEEFIZEON-EEOSHOAB~DOANE
BEhizn,
ENONDHERIL, ZOMRE THICBEL T, B 74 /L=7 TRE
ENTH L L, BAEWICERAL LTiER, T VX VIERIC BT D480 H
DI=ODT T AN —iEL, BZFH TR, FHEFOFTE#i S
HRAHIBRT 2 Z L 2RO HITWME RN, DRVIREH 2R LD TH D,
THIT IEEA DY —E AR T TICHAFE IR L TV AR TH 5,

216 Search Removal Request Under Data Protection Law in Europe, GOOGLE, https://
support.google.com/legal/contact/Ir_eudpa?product=websearch (A &M H 20144510 A
26H).
21T Charles Arthur & Samuel Gibbs, Google Allows Europeans to Ask for Links to Be Re-
moved, GUARDIAN (May 30, 2014, 2:32 PM), http://www.theguardian.com/technology/
2014/may/30/privacy-activists-welcoming-google-allowing-links-to-be-removed.
218 S.B. 568,2013-2014 Leg., Reg. Sess. (Cal. 2013) (201342 422 H$ZH).
219 CAL. BUS. & PROF. CODE § 22581(a)(1) (West 2014).
REEEMTOA =Ry b - T=THA b AT - h—EAX
BT TV = a v OEEEE LIREEEPFAL TN 2 L%
LTI F =Ry b T=THA b A TA 2 - F—EANT
T 7V r—a v OBEEEL, UTOETOHELZHLLLDLET D,
) EEEDA L Z =Ry b T=TYA R (ZDM, A TA - Y—
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S B HIX Web 2. 0IZA AR &AL, ZIUIE, Web 3. 012 & > TH R M
BRNEDTHSH, Web 2.01%, Facebook D24 SHE [ A~ (Tt
FTohehbz, A2 X0l N, BOMWZE0I2T 5 12T Z
HZEINFRETH D05, Web 3. 003MEA 9 & 21T, xR 2
HENDDEW, Bl 5ikcr — 2 24, OB, % U CHfET D
RTH5,* World Wide Web D FEBI 3 Tim Berners-Lee |2 & - T [EiHD
Web)] EHEALENTZL 9T, Web 3.01%, FTETHETLHHRA L
0Y—E ROy NT—7 b TRl oTT UF b E T
HdExara—F0nL0 TERTL1.2 Z0oA2T—FEFMHLT,
Web7 7V r—ay, Av—h742, LT, BELLIEH Sz
h—2%—F 5, U= ECEY HENDRKREDT — X ZRHT LIRIRT 2
TENTEDEAY AV buaT—F FHRSEEMT SN AU (=
yelw&f77txﬁ%&)%%®“l%i%¢6®:&ioo:h%
DA brU—EEREARICT 2720 TR FUCEHEEMNT D2 &
%%6ﬁébo%ﬂi\:/t:w&k%®ﬁ1@kﬁ#\7v5wmé
N7 =227 (—HMICBRESNTWAIER) 2@ U TR 28T 5
FHTETIEREZAEL TS, LiL, BFHROEHIZ, ZFANDLZ &

EANFHEER T Y r—vay) ETRIE L LTRE STV D RIEE
Fix, 2=V —llLoTA v Z—Ry b UxTH A FTA0 W
—BERIERT TV =y a ViIZBE SN a T Y AT E WA B
T5, H LT EKEBENZ IV EBEELOTHNIL) Thbn=
T Y OHIBRMKREE L CHIBRE EBRTH I ENTE B,
1d.
220 About, FACEBOOK, https://www.facebook.com/facebook/info (Fxf&fERe H 2014410 A
26H).
2! Tim Berners-Lee et al., The Semantic Web: A New Form of Web Content That Is Mean-
ingful to Computers Will Unleash a Revolution of New Possibilities, SCI. AM. (May 17,
2001), http://www.cs.umd.edu/~golbeck/LBSC690/SemanticWeb.html (web CHE& S5
BBy 2T T TV r—vayin, TFEMIRL, b& b ERIAEIC L - TERIE
SN TWTZEBRBB 258 T3 2R 2 RF LT D).
222 [d
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WNARERTEMZRET 2 2 & b AfRICT 2 ——F NS/ O AThEME 2 1
TOLERRICEMERIRT 22 EDNARBR D TH D,

Web 3.00%, 2> Ea—X|ZBS SN HEHRUIFTHO. ZNETRL
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Tex DRI L TFRSNDHEMERFTI L TRBETZW, bbAHA, a1
a—ZE, MEIES 1 @A B, TA) (persons) TIXRWA, ZOFAEHE
X TNl ThHD, v bhry—%2lRTLEZXIa s Ya—F2Tns 7
LT BHEIE, o TWDHDTHD, FxDFMIT, bLFEABRT— TR
Ty =R 2 TP N—E B U THEREEXH I Ea—X ITLoT
MHEINTWTH, 2T, WEERXBHFOLOTH D, T TITRFTL
7o | Sorvell T, WM EEIL, (HHRITESHR THDIHEILKET
L7z, BHICOWTORBEHR (AZT—F I, A¥T—FOBEENEY
ERTHEIDICEKRILOL Y bad—) bELEEMTHDH, Thn-L x
Ax ORIt EN D a s Ba—FIZXoTHHEN A bDTH-oT2E L
TH,2 82 KA XEFREEHFT O EEH)E Jon Newman O [EH % 1E
Sarba—Fa— R BEE1IELOBKCETS [EWm] Tho) &
OHIWHE, Z ZIZBWTHRBRICER TH 5,2 r BNIEROEKF L FEA
DIcHdDT7 L— LT —7 HET DR, Bxld, R, BURIZERG 23 & <

2 Julien Mailland, The Semantic Web and Information Flow: A Legal Framework, 11 N.C.
J.L. & TECH. 269, 290, 296 (2010) (Ek~>F 4 v 27 U= 7%, @O hr—1 %
BT 572Dy — L LTRATE S 2 L &iERHLTWD).

221 Sorrell v. IMS Health Inc., 131 S. Ct. 2653, 2667 (2011).

25 Andrew Tutt X, Brown v. Entertainment Merchants Ass’n, 131 S. Ct. 2729 (2011) 23,
ETFAT = LR REIND S ENEMAT EES 1 OIS L, Sine N
WET ITEEL T RO R TEET 2 b DIHIR L TWD Z & 2R %, Andrew
Tutt, Note, Software Speech, 65 STAN. L. REV. ONLINE 73, 75 (2012), available at
http://www. stanfordlawreview.org/sites/default/files/online/articles/Tutt-65-SLRO-73.pdf.
EIRFEHILT VA NERTOSERITEH L T RINRT 2 F 2BV HSehoTo
N, BT AT —AE, — BREFFE—— SR T 2 & D 0 R
BAL-,

%6 Universal City Studios, Inc. v. Corley, 273 F.3d 429, 449-50 (2d Cir. 2001).
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BELL X 0BEA R EIT. Web 3. 00BUFIC X 2R 28T, BBk
ENEFEZFALTCERONES LV ERECFHET 2 2 & 2 BUFICHF
TRBEVETH D, BERIL, lnternet of Things] (HHWPWDHE S DA L F—F
v Mb) ELTHOLND L)oo b ODRERER— AV H—F
Mo 5t o —% 2 T-F ORI LT, 4 F T EICWS
WAREZATRLND KD/ B725 5, Ciscold, 20204EF TIZE D
L7 2EEAB00fBIC L NP A o F—Fy b ETHAWIL, ZLTHo Y 7 b
JxT T—Vxr hEREL, I Ia=m—va w2 TH LI D EH
ML TG 2

2T ERLE(EES (The International Telecommunication Union) 1%, Internet of Things %
BEAEDE L CH#AL Lo b 2 EEHT 2158 - BEEHNIC & - T (-
—F ¥ N7R) bOEMAIKES S, AT —ERXZAREICT HiEM kit an s m
— A T FGANTG T F ¥ —| LEHFT D, New ITU Standards Define the Internet of
Things and Provide the Blueprints for Its Development, INT’L TELECOMM. UNION (July 4,
2012, 11:00 AM), http://www.itu.int/ITU-T/newslog/New+ITU+Standards+Define+The+
Internet +Of+Things+And+Provide+The+Blueprints+For+Its+Development. aspx.

28 DAVE EVANS, CISCO INTERNET BUS. SOLUTIONS GRP., THE INTERNET OF THINGS: HOwW
THE NEXT EVOLUTION OF THE INTERNET IS CHANGING EVERYTHING 3 (2011), available at
http:// www.cisco.com/web/about/ac79/docs/innov/IoT _IBSG_0411FINAL.pdf.

IS OREIIEAAFASUIMEA TR EZEFT 20D T, IPv6DT FLAX
F—LERATLHZETHR R EIND I EIIRDEAD, THHOEBETIEY H
SN, T EASNDT—H AU —LiF, fio=a v a—2 TRET DL 230
OHA TR LTS, AFRRERY FLVAHREZILRT 5 Z &1k Y,
IPV6 IZETORBITN—< R hhO2=—7 RIPT FL A% {59 5 WREME %
45, BUfE, %4 % —>* > b ECOMMAMBARERERIINThba2a=—7T
P 9 B IHL7- Machine Access Control (“MAC”)F 5 & RO, YT KL AL,
BxDON—2 BB TEESIND bOTERN——TE L, BEENHERT 5
—INVTAFXY VAR Y NT—=T7V—2 213 F END, See Matt Brian, Smart Trash
Can Knows How Fast You Walk and Which Smartphone You Use, THE VERGE (Aug. 9, 2013,
8:09 AM), http://www.theverge.com/2013/8/9/4604980/smart-uk-trash-cans-smartphone-
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HowWbHE DA ¥ —3 v ME (Internet of Things) |2 & - THR I
SEHOBAIT. AAR, FORELrASOFATIEBNASBHIC
ONWTERIFESTCLEI LD THLIE2HY, ANAFEERT L Z
L Ths, Jerry Kang & Dana Cuffid, TH L, EHFVRFAMEETHLHZ &
ZFELTHY, (FAMEo) RFID [#EH A &G U —4 =08 HDkoHh
WZHLDIAENTVD LHI> TWe b, EEOREEEHIEOE T > a %
BOZENEORETEDLEEI ) M52 ZoMEIE. REICHD
T EERCEG L, AT LIk TREfMT A N TX 5 .M

RETH 2L, BEROBERLMESEZHREFT 5,

F. B8
MRRMRIRZ L, ZOIRELIZ. 2R miT b z@ AN E 5
BENEOERE LD L ZAFTHEILSES Z L TR 73?
5, ZH9LT, fxDNTEBICH L THCERE TS X9
écfﬁ%bwiufkéo:ﬁi\wﬁhwm@®nxh&&
% EHIT, MERICATE S D, )
Michel Foucault, Power/Knowledge**

Glenn Greenwald 1%, ¥THFFER & M2 722 o 72K EIZ K D IAF B 2
ZT, TERIL. .. uﬁfﬂ%&ifﬁj L7 ERRIC, TEERE, B

speed-proximity-wifi; Siraj Datoo, This Recycling Bin Is Following You, QUARTZ (Aug. 12,
2013), http://qz.com/112873/ this-recycling-bin-is-following-you/.

29 Jerry Kang & Dana Cuff, Pervasive Computing: Embedding the Public Sphere, 62
WASH. & LEE L. REV. 93, 127 (2005).

21 See LAURA DENARDIS, PROTOCOL POLITICS: THE GLOBALIZATION OF INTERNET GOV-
ERNANCE 74-75 (2009).

232 Michel Foucault, The Eye of Power, in POWER/KNOWLEDGE: SELECTED INTERVIEWS
AND OTHER WRITINGS 1972-1977, at 146, 155 (Colin Gordon ed., Colin Gordon et al.
trans., 1980).

23 Natasha Lennard, “Surveillance Breeds Conformity”: Salon’s Glenn Greenwald Inter-
view, SALON (Jan. 3, 2014, 7:45 PM), http://www.salon.com/2014/01/03/the_salon_glenn_

greenwald_interview_surveillance breeds_conformity/. For reports on this surveillance, see,
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HEL T2 2L T o ELEREIC, I NEE L& 72 5 Jennifer
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VARET D WK T DR BIT ADE S LR b &
PET 206 L2 & 2 RBRE U722 Meiklejohn D [{@Y TOH R |
X, Sullivan ™ FEt, 2 — MCHZRELAMANS BHLEA~E £ -3 <
T e X 91272 D203 LAL7ZeVy, Daniel Solove b F7- THEFRILEH CfafE &
BB 272035, BRiHloMRP 212, ERiTtafHoERETh
Bo1 LR 5,2 19814F, Vincent Blasi (%, Silcxt L CH SR
DEHRAEVWERDESICRE LT, - ThHHHIOMAMA DI, Ax D
ZOMMMABOREIEZIAEND L bIRESNLIRBAEEX D L5127k
L2l FEEHETR ZELTHEDETICE S TRERZ ETH D, |2

for example, Barton Gellman, NS4 Broke Privacy Rules Thousands of Times per Year, Audit
Finds, WASH. POST (Aug. 15, 2013), http://www.washingtonpost.com/world/national-
security/ nsa-broke-privacy-rules-thousands-of-times-per-year-audit-finds/2013/08/15/
3310e554-05ca-11e3-a07f-49ddc7417125_story.html; Barton Gellman & Laura Poitras,
U.S., British Intelligence Mining Data from Nine U.S. Internet Companies in Broad Secret
Program, WASH. POST (June 7, 2013), http://www.washingtonpost.com/investigations/
us-intelligence-mining-data-from-nine-us-internet-companies-in-broad-secret-program/201
3/06/06/3a0c0da8-cebf-11e2-8845-d970ccb04497_story.html; Glenn Greenwald, XKeyscore:
NSA Tool Collects ‘Nearly Everything a User Does on the Internet’, GUARDIAN (July 31, 2013,
8:56 AM), http://www.theguardian.com/world/2013/jul/3 1/nsa-top-secret-program- online-data.
2 Jerry Kang, Information Privacy in Cyberspace Transactions, 50 STAN. L. REV. 1193,
1260 (1998); cf, DAVID LYON, THE ELECTRONIC EYE: THE RISE OF SURVEILLANCE SOCIETY
26 (1994) (MERAZ T, HERMFEICAET 2 A2 2EV HT AT, AxldE
TETEHER I, ZOMEEN CHIELER I, SN D, ).

2% Jennifer Mulhern Granholm, Video Surveillance on Public Streets: The Constitutionality
of Invisible Citizen Searches, 64 U. DET. L. REV. 687, 708 (1987).

2% See Kalven, supra note 5, at 221 n.125.

%1 Daniel J. Solove, 4 Taxonomy of Privacy, 154 U. PA. L. REV. 477, 493 (2006) (I7:4
) .

2% Vincent Blasi, Toward a Theory of Prior Restraint: The Central Linkage, 66 MINN. L.
REV. 11, 24 (1981).
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ZHHENCIRN HDERITE RO B RIS Y 27 2 4ETy, B OB
Fix, BB OADTHEEET 201, 200, 20 L 9 ICEE AN %A
THIEIAMELET BEREORBIFICELE D X )ICA bNETLES L
% & & THD LV Michel Foucault 7% HH T 5,2 Foucaultid, 4<
il LW THEBIT 5 2 &N TE HMEFEFT (Panopticon) DHERRY7R
A A 27 L7z, FoucaultiZkd X 9 IZHEH L7z, :

M T O R F ) e T, BEHZ N BRI E 72> TV D
ZEThD,: TRRONDIREITED L. FHEF > TWDHEIT,
NEFETHZEICEEEZRA D RITBSBHITRT 5HK%
HIREBNAT 2o HIXZ DR E B0 B HICHN A T, [FIRFIC
FEDO R E TR RITASEEIZRUET D2 LI D2

LosL, TR OEH T 2720, AoERICK L TEES 1 &£0E
BA T2 DI LV LAV, 19674, i RAMETEEIZRIE, KEIC L
HAIHEBOUFERNREMRAITAICH LT, Zh3Eme ([TiEsts) &
L CHRFEEH LT Laird v, Tatum F4-C, Efxm#EFIL. HELS
F VI THER) ITBRE TV, RE#ERKEZ K< &l L7z KGR
FAZEBWT, William O. Douglas fie #1401, KEDOITAE 7 v T BUFO
TAEE LT,

¥ David Gray & Danielle Citron, The Right to Quantitative Privacy, 98 MINN. L. REV. 62,
76-77 (2013).

20 Anupam Chander, Googling Freedom, 99 CALIF. L. REV. 1, 10 (2011) (MICHEL FOU-
CAULT, DISCIPLINE AND PUNISH: THE BIRTH OF THE PRISON 202-03 (Alan Sheridan trans.,
Vintage Books 2d ed. 1995) (1977) #51 ¥ %).

21 See generally Scott Michelman, Who Can Sue over Government Surveillance?, 57
UCLA L. REV. 71 (2009) (REffE 72 Fr st b o w] i W LR 2 2 TR BRI AT X
NDZEEPELTND L EETD).

22 See Laird v. Tatum, 408 U.S. 1, 10 (1972).

3 1d at 13.

FIRY S PEIE B SAATZE Vol. 47(2015) 215



woom

B D A RIEE CHIEHIOZEZER L, EVEVET
BT L oK N VWL DI A THE s 7 7 I2AT
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U A11E, b idRe Jefferson ° Madison N & X L 72 A A —V Tlix7e <,
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Douglas ¥|#1%, Y = F OEHIH TRIETZRZOMILHE Th 2 Alex-
ander Solzhenitsyn ®, BERAFEOFFIAED L, S 2EEfLT 24T
DF A BEOERIE S Z L1722 WY SN ARIREIR) 24/ 5 F
BB L2 #HPTE, Ko, Laird IR OFAOHIZH Y | bl
ReDOBAHBLOFRIT, =2 —F— 7 TEICLDERT OBERICXITT 25
RBFHINT S D TH D, Hassan v. City of New York$ﬁ: ThBW\WT,
BT, BEIXRAT 4TI EAROREELZ M-S T2 GAITRY E T,
RN HE SN -EEThHo Tz %Ebfiﬁ)okk%/{f:cz‘” L2»L, =D
X NEREICEHINTWD Elx ABRE 2D X HIC2uE, 3 CIoZEHE
RBECTND, £ LEEERICE 2B EOHEFZAMEEL LT, Neil
Richards X, T4FHOMANGE) G, EBZZLCaia=Fr—va )
B D EUMIC X DAL ﬂ?éA@%&mW AL RRIO T T
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=4 k}ﬁﬁiéom

DFHL, TOANMERIZ L > TAlfEL IpoTo, BUFIZ L 2 H 50
é%%f@ EARA~OHHNCREEND L1259, UL, #EiE, &5
IHIDIERE CREAR DM TN D Z & 2R T 2000 Lz, I L 5
MIEED [F—2 B (X, TOXNVHENTZAEFZOTTHY Sh

214 at 28-29 (Douglas ¥ Z5 6 /L) .

5 Id. at 37.

6 Hassan v. City of New York, No. 2:12-3401(WJM), 2014 WL 654604, at *1 (D.N.J. Feb.
20, 2014); see also Neil M. Richards, The Dangers of Surveillance, 126 HARV. L. REV. 1934,
1943 (2013) (MUTEFDEEARIZBE - 5 F41L Laird Court DHIWFIZHE S b DA 2 T
%1 LEMT5).

7 Hassan, 2014 WL 654604, at *4.

#8 Richards, supra note 245, at 1964.
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WithWendy (Wendy % #F). #DOMA (The Defense of Marriage Act: #&#sB/1&
%), #Prop8 (f&1EZ 8). #MalalaDay (=7 7 @ H), #MarchOnWashington
(U > b RATHE) . #GovernmentShutdown (BURFEERE D1 1L) | #lranTalks
(A 7 > 0FE) . #RIPMandela (v 7 7 &, ZHMITIRIL) . 2415132013
FICEHPCHEE EZED AT, Twitter® EOTFAx 000 LY o cBl
72D Th D, RUREIL, 3% 5 <. New York TimesX° CBS & ¥ % Twitter

BN TWDDEA 9, Nelson Mandela/A 1< 2o 72 & &, < DAMN

DA~HTZR, SHIEENLUEOAR Y =X VAT 4 TIZAD -T2,
Twitter - C, DA v —IF, 742U —D=a2—RA7 4 — K EFICH

29 See generally Ryan Calo, Digital Market Manipulation, 82 GEO. WASH. L. REV. 995
(2014); Tanzina Vega, New Ways Marketers Are Manipulating Data to Influence You, N.Y.
TIMES (June 19, 2013, 9:49 PM), http://bits.blogs.nytimes.com/2013/06/19/new-ways-
marketers-are-manipulating-data-to-influence-you/? php=true& type=blogs& php=true&
type=blogs& r=1.

20 Cf. Katherine J. Strandburg, Freedom of Association in a Networked World: First
Amendment Regulation of Relational Surveillance, 49 B.C. L. REV. 741, 758 (2008) (BUfF

& D AR & T S D WTREME A R D).

51 #2013, TWITTER, https://2013.twitter.com/#category-2013  (Fef& a3 H 2014410 A
26H).
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%% Golden Tweets, TWITTER, https://2013.twitter.com/#month-golden-tweets (Fzf&fiERs H
20144£10H 26 H).
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