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ALERT ON SPAM MAILS

Received

E-mail A®

Sender : Taro <admin@abcdefg.xyz>
Title :  About Quotation

Oh, Taro!
T've exchanged
mails to him
before.

Hello! This is Taro. Regarding that
matter, | send a Quotation.
Please check it!

Attached : quotation.docx

ﬁ Protected View Enable EditingJ

The Quotation

opened.,. N Quotation
2020 year ?! -\ January, 2020
DidTdoit??? /A~ =~~~

CASE1 : E-mail with malware

“LE)

---Trend and Attention

Cyber attackers might get a legitimate email by your
acquaintances as well as the administrators. After
that, they would RE-USE it to get your trust, WITH
MALWARE..

In this case, it infects your PC just after you open the
attached file or press “Enable Editing” button.

We have also observed emails with password-
protected zip files attached to avoid antivirus
software monitoring.

Check the sender very carefully. Is the sender’s
display name and email address inconsistent?
In the example, the part of email address is
inconsistent.

“LE)

When you open Word or Excel attached file,
you can click “Enable Editing” ONLY IF
you could surely confirm its safety.

Have you ever requested a quote
to him at all?

Received
E-mail
Sender : Mizuho bank <noreply@mizuhobank.com
Title : Warning! Your Account is locked

You
accessed
Phishing
websitel /

|

Your Account is locked.
You can unlock it
from the following link.

Unlock your account.g@

Oh! My account’

11 www.support—-mizuhoo.com

is locked. Wow?!
I have to lle it User ID (E-mail) T That was
soon! - — e D Phishing
- Pass Word Lewe] website?!
",,_ "‘ T '\\‘-‘:

« Opened suspicious file!
- Clicked suspicious link!

In such cases, please do the following:

1. Disconnect your PC from Campus Network.

(Plug off LAN cable or Turn off WiFi(or Set Airplane mode))

2. Never Shutdown and Power off your PC, and

Get Immediate Contact with Information Security Team.

Phishing emails often come from fake senders,
pretending Amazon, a bank , email administrator
in Hokkaido Univ.and so on. Phishing websites
seem WELL configured, thus it is very hard to
distinguish it from the original.
A@ This Link has a hidden URL (http...),
is it an original link or not?

You can check the URL in the

address field at the top of your browser.

Have you tried to check if your account is
really locked by accessing it from the
official website instead of the URL written
in the email?

A@ Is the service you using in the first place?

“DE)

[Contact Desk]
Information Security Team

e-mail:security@oicte. hokudai.ac. jp
Ext. 3466

[ICT Security Office Website]
https://www. security. hokudai.ac. jp/
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